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Providing a digital signature 
associated with the device. 
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Allowing a user to utilize the 
device to capture an image. 
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Associating the digital 
signature and the information 
related to the user with the 
captured image. 
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Figure 2 
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Storing the captured image and 

the digital signature of the 
camera in the memory of the 
camera. 
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Hashing the file thereby 
producing a digest. 
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Encrypting the digest with the 
photographer's private key. 
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Figure 3 



